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Security Guidelines on Access to e-Services Portal
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Username and password are required in order to authenticate your identity every time you log in

to e-Services Portal. Every user has the responsibility to protect his/her own username and

password and should follow the general instructions below:
M FZELU P AR i iesy 507 6 AN E T BIRE AFT4gnE - P A RERERAF4
TEAE N0 - S 5 —R<FAl

(@)

(b)

(©)

(d)

(€)

(f)

(9)

Change your password periodically, at least once every 6 months.
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If you receive a default password because of resetting password, change it immediately
after logging in.
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DO NOT divulge or share username and password unless strictly necessary. If username
and password have to be shared due to operational needs, change the password immediately
when the sharing ends. When sharing username and password, it remains the user’s
responsibility to ensure data security of the account. Users of Master School Administrator
(MSA) accounts may also consider applying delegation function to avoid sharing MSA
account with non-account holders.
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DO NOT write username and password in labels or obvious place.
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Be careful not to let other people see you enter password.
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If you suspect that your password has been compromised, change it immediately.
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Immediately report to the e-Services Team for any suspicious messages requesting you to

divulge or change your password.
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DO NOT obtain and use passwords of other people by any means without authorisation.

REEFZHE - V)71 DMERDT AR A3 -

If you forget your password, you can reset it by clicking "Forget/Reset Account Password"
in e-Services Portal home page or contact your school administrator for assistance.
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Please follow the guidelines below in creating your password:
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Password must have at least 8 characters composed of at least 3 of the following 4
categories:
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(i) English uppercase characters (A-Z)
FLREFFR (A 2 Z)
(if) English lowercase characters (a-z)
FUNEFRE (a & z)
(iii) Numerical digits (0-9)
By (0 £ 9)
(iv) Non-alphanumeric characters (!, $, #, %, @, - or )
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DO NOT use your username in any form as the password (e.g. as-is, reversed, capitalised,
doubled, etc.).
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DO NOT use your first, middle or last name in any form as the password.
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DO NOT use your spouse’s or child’s name as the password.
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(e) DO NOT use information easily obtained about you as the password. For example, do not
use ID card number, car license plate number, telephone number, date of birth, any part of
residential address, etc.
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() DO NOT use your post or any other information related to the organisation in which you

work as the password.
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The computers you use for accessing e-Services Portal should not be installed with any Peer-to-
Peer (P2P) file sharing software. The computers should be properly installed with firewall, anti-
virus software, malicious code detection and repair software. All the security software should be
activated at all times with the latest virus signature, malicious code definition and security
patches. Regular system scan should also be performed to ensure that these computers are free
from computer virus and malicious code.
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Users must not log in to e-Services Portal from public computers, e.g. those in cyber cafés,

because the security level of these computers are unknown.
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When connected to e-Services Portal, password-enabled screen saver should be enabled and
never leave the computer unattended.

B LIRS AFT4EUERS - SERUHE A B I Ot » D) Z)58 8 AHYEERSER 1 fE A
BEHIREE -

After using e-Services Portal, log out from the system properly and close the browser (all the

tabs) as soon as possible.
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For more information about information security, please refer to the following website:
https://www.infosec.gov.hk/en/knowledge-centre/
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https://www.infosec.gov.hk/tc/knowledge-centre/
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